

 

 

LEGAL REGULATİON OF THE PROTECTİON OF DİGİTAL LAW OBJECTS AND DİGİTAL RELATİONS


DİJİTAL HAK NESNELERİ VE DİJİTAL ORTAMDAKİ HUKUKİ İLİŞKİLERİN KORUNMASININ HUKUKİ DÜZENLEMESİ


Saida ALİYEVA[footnoteRef:1] [1:  Lisansüstü öğrenci, Davlat menejment universiteti (Moskova) (Государственный университет управления (Москва)), The state University of Management, alieva.saidaa@gmail.com, ORCID: 0000-0002-7385-8791] 


Özet
Dijital ortamda ortaya çıkan dijital hakların ve ilişkilerin hukuki düzenlenmesi, modern hukuk biliminin en hızlı gelişen alanlarından birini oluşturmaktadır. Ekonomi ve toplumun dijitalleşmesi, tokenler ve kripto paradan benzersiz dijital varlıklara ve çevrimiçi entelektüel ürünlere kadar yeni hukukî nesneler yaratmaktadır. Bu varlıkların dolaşımı, dijital etkileşim katılımcılarının, devletin ve toplumun çıkarları arasında denge sağlayabilecek kapsamlı bir hukukî korumayı gerektirir. Mevcut uluslararası ve ulusal hukukî yaklaşımlar hâlen oluşum ve gelişim aşamasındadır. Elde edilen ilerlemelere rağmen, düzenlemede önemli boşluklar ve belirsizlikler devam etmekte olup, bu durum kötüye kullanım ve dijital piyasadaki katılımcıların hukukî güvencesizliği risklerini artırmaktadır.
Dolayısıyla, hukukî çerçevenin daha da geliştirilmesi, devletler arasında kapsamlı iş birliğine, uluslararası standartların uyumlaştırılmasına ve geleneksel hukukî kurumların dijital gerçekliklere uyarlanmasına dayanmalıdır. Ancak bu temelde, inovasyonun gelişimi, hakların korunması ve dijital ortamda hukuk düzeninin istikrarı arasında bir denge sağlamak mümkün olacaktır.
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Abstract
The legal regulation of digital rights and relations arising in the digital environment represents one of the most dynamically developing areas of modern jurisprudence. The digitalization of the economy and society creates new legal objects — from tokens and cryptocurrencies to unique digital assets and intellectual products on the internet. Their circulation requires comprehensive legal protection capable of ensuring a balance between the interests of participants in digital interactions, the state, and society as a whole. Existing international and national legal approaches are still in the process of formation and development. Despite the progress achieved, significant gaps and uncertainties in regulation remain, which increase the risks of abuse and legal insecurity for participants in the digital market.
Thus, the further improvement of the legal framework must be based on comprehensive cooperation between states, the harmonization of international standards, and the adaptation of traditional legal institutions to digital realities. Only on this basis will it be possible to ensure a balance between innovation, the protection of rights, and the stability of the legal order in the digital environment.
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Introduction
The formation of a fundamentally new technological environment based on modern digital technologies significantly affects legal relations. The impact of the modern technological revolution (“digital revolution”) has extended to the legal system at both national and international levels.
Contemporary perspectives on civil law development are largely associated with the use of digital technologies in property relations and are determined by the need for civil law regulation of digital rights and possibilities of civil turnover of digital technologies. Under the influence of digital technologies, new digital objects capable of participating in property turnover have emerged (cryptocurrencies, tokens, artificial intelligence, etc.), and new types of services have appeared.
Studying the phenomenon of digital civil turnover and digital rights under the influence of digital technologies, developing effective legal mechanisms, conceptual models, and legal constructs — including for optimal use of digital technologies to adapt the modern civil law system and its legal institutions to current needs — is one of the most important tasks of contemporary legal science.
The development of information technologies affects civil law, including the emergence of new objects in the field of intellectual property and new legal questions concerning the regulation of digital assets (tokens, cryptocurrencies). Objects of digital rights are intangible objects created through the use of digital technologies (including computer programs) in the form of digital codes and records that are legally recognized as protected objects or recognized as such under agreements between subjects of digital rights.
Objects of digital rights include tokens and cryptocurrencies, “digital twins” (mathematical models simulating physical reality), technological online platforms (aggregators), cloud computing (remote computer services), digital cryptocurrency wallets, digital exchanges, and more. Digital objects themselves do not directly participate in civil turnover; rather, transferable rights to such objects exist, which are recognized and recorded in digital registers via digital code entries.
Practical protection of digital objects includes the use of electronic signatures, data encryption, blockchain technologies, and specialized access control systems. For example, using blockchain to register tokens prevents their forgery, while encryption and multi-factor authentication protect company databases from data leaks. Effective legal regulation of digital law objects plays a key role in developing the digital economy, ensuring user trust, and maintaining transparency in digital transactions. Violations of these rights can lead to significant economic and reputational losses, as evidenced by cybercrime practices and intellectual property litigation.
Financial assets are property in electronic form created using cryptographic means. Ownership is certified by recording digital entries in a digital transaction registry. Currently, two types of digital financial assets are recognized: cryptocurrency and tokens. Cryptocurrency is defined as a type of digital financial asset created and recorded in a distributed ledger by participants according to ledger rules. Cryptocurrency is a form of digital currency; internal accounting units are maintained by a decentralized payment system without any central administrator, functioning fully automatically. Cryptocurrency itself is not a civil law object; it has no specific material or electronic form — it is merely a number representing the quantity of accounting units, recorded in the data packet of a transmission protocol, often without encryption, like other transaction information.
A token is a type of digital financial asset issued by a legal entity or individual entrepreneur (issuer) to attract funding and recorded in a registry of digital entries. Blockchain is a linked list of structured homogeneous information blocks. Each new block is cryptographically connected to the previous one, forming a “chain” (blockchain), making it impossible to insert a fake block. The objectives of any blockchain regulation are:
Creating technical standards to ensure functional compatibility and protect end users;
Protecting vulnerable people from criminals;
Ensuring proper governance to protect investors and users from fraud, mismanagement, and gross negligence.
Blockchain was first applied to create the cryptocurrency Bitcoin. A public blockchain cannot exist without cryptocurrency or crypto assets, as miners require rewards and users must trade cryptocurrencies to use the network. Blockchain regulation can also be horizontal, focusing on hierarchically identifiable layers participating in the technical structure of such assets, distinguishing blockchain ecosystems and related services (cryptocurrencies, smart contracts) from traditional financial and economic sectors while establishing operational interface rules.
Many advanced countries have enacted legal acts regulating blockchain-based financial operations, particularly cryptocurrency operations. One of the most favorable countries for modern technology development is Australia, which plans to implement blockchain technologies in areas such as land transport management and postal services. Australia has a code regulating electronic currency industry participants. According to its laws, cryptocurrencies are considered financial products; thus, their exchange or other operations are subject to taxation.
Scientific Approaches
Scientific approaches to digital law objects vary depending on legal tradition and methodology. The continental law school views digital objects as a form of intellectual property, emphasizing legislative protection and strict delineation of ownership, usage, and disposal rights. The Anglo-Saxon school emphasizes practical applicability and economic value, treating digital objects as assets whose turnover is governed primarily by contract law and market mechanisms. Contemporary Russian and European scholars identify cyberlaw as a separate field studying the legal status of digital objects and the specifics of digital relations, including data protection and cybersecurity. International practice shows a trend toward harmonizing standards: organizations such as WIPO and ISO propose standards for protecting digital objects, combining technical and legal measures.
Artificial intelligence (AI) is becoming a strategic project, e.g., Google’s DeepMind AI project. Various countries have adopted national AI plans and projects. For instance, the USA has the National Artificial Intelligence Research and Development Strategic Plan; the EU has Guidelines on Regulating Robotics; Japan has the New Robot Strategy; China has Made in China.
AI has broad impacts, including changes in employment structures, legal and ethical regulation, and privacy issues. AI development will have far-reaching effects on governance, economic security, social stability, and global management. Rapid AI development requires careful attention to risks, preventive measures, and ensuring safe, reliable, and controlled AI development.
AI technologies are increasingly applied in legal practice. They can perform predictive analysis, forecast legal outcomes, prepare standard documents, and compare contract forms to better satisfy parties. However, AI’s impact is limited since legal work requires high cognitive abilities beyond current AI capabilities.
Problems with AI use include:
Ensuring confidentiality of personal information;
Large-scale access by law enforcement to confidential data;
Lack of legal frameworks for AI in law;
Maintaining legal ethics;
Standardization of AI systems;
Licensing issues;
Ensuring professional ethical compliance.
The creation and widespread use of new digital technologies have led to new conditions for patents, trademarks, commercial designations, and know-how, stimulating adaptation of protection regimes. Music, images, photos, software, drawings, learning modules, and systems are objects operated via digital technologies. Intellectual property supports digital technologies. Systems enabling the Internet (software, networks, drawings, chips, routers, user interfaces) are IP objects. For e-commerce companies, brand promotion is critical. Domain names also play an important role in identifying online resources.
Software IP protection involves:
Copyright (for using materials created by others);
Patents (in some countries software inventions may be patented);
Trade secrets (source code protection);
Industrial designs (certain icons or design elements).
Key challenges include unauthorized distribution of copyrighted content, allocation of developer vs. client rights, and lawful online information transfer (links, deep links, frames, embedding, meta-tags).
Legal regulation of digital rights and relations is one of the most dynamically developing areas of law. Digitalization creates new law objects — from tokens and cryptocurrencies to unique digital assets and IP results online. Their turnover requires comprehensive legal protection to balance participants, the state, and society. Existing international and national approaches are still developing, leaving gaps and uncertainties. Improving the legal framework requires state cooperation, harmonization of international standards, and adaptation of traditional legal institutions to digital realities.
Digital technologies create new legal objects: data, software, cryptocurrencies, and tokens. Digital relations govern copyright, data protection, and cybersecurity. Legislation, electronic signatures, and cryptography protect digital assets and ensure legal validity of electronic documents. Effective legal regulation fosters digital economy development and participant protection.
In modern society, digital technologies play a key role, creating new legal objects and forming unique legal relations. These relations involve users, companies, and state authorities, regulated by both national and international law. Key instruments include intellectual property laws, data protection regulation, cybersecurity measures, digital identification technologies, and electronic signatures.
Conclusion
As noted by V.D. Zorkin, Chairman of the Constitutional Court of Russia, a new law — the “law of the second modernity” — is emerging, regulating economic, political, and social relations in the context of digital data, big data, robotics, and AI. Digital human rights represent a concretization of universal human rights guaranteed by international law and constitutions. The state’s task is to recognize and protect citizens’ digital rights against violations to ensure constitutional legal security for individuals, society, and the state.
[bookmark: _GoBack]The digital space is not only an information exchange field but also a regulatory tool. Modern society relies on social networks, electronic services, search engines, messengers, e-commerce platforms, blockchain technologies, and remote services in various spheres.
Digital civil law relations cannot be characterized by traditional civil law postulates as property or obligation-based, absolute or relative, due to the immateriality of digital turnover and the absence of physical objects. Nevertheless, the system of relations in digital civil turnover is formed concerning digital objects with economic, value, and commercial significance.
Digital technologies are changing legal document formats: electronic documents give way to digital code records generated by computers via programmed algorithms. Newly emerging digital objects (cryptocurrencies, tokens, smart contracts) also consist of digital computer codes and software algorithms.
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